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Abstract-- Cyber-crime may be said to be those crimes, of which, 
genus is the conventional crime, where either the computer a tool or 
medium of conducting or committing crime. Cyber crime is easy to 
commit, hard to detect and often hard to locate in jurisdictional terms, 
given the geographical indeterminacy of the net. Cyber criminals can 
destroy web sites and portals by hacking and planting viruses play 
online frauds by transfer of funds from one corner of the globe to 
another and gain access to highly confidential and sensitive 
information. Cyber law is the law governing cyber crime. In India 
there is single act that deals with cyber law The Information 
Technology Act 2000. 
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I. INTRODUCTION 
N the era of cyber world as the usage of computers became 
more popular, there was expansion in the growth of 

technology as well cyber crime. Cyber crime has no specific 
Definition. It is not defined in Information Technology Act 
2000 or in any other legislation in India. 

According to Cambridge dictionaries definition of cyber 
crime is defined as a “criminal or illegal activity that is done 
using internet”. 

Tenth United Nations Congress on the Prevention of Crime 
and Treatment of Offenders, in a workshop devoted to the 
issues of crimes related to computer networks, cybercrime was 
broken into two categories and defined thus: 

a. Cybercrime in a narrow sense (computer crime): Any 
illegal behavior directed by means of electronic 
operations that targets the security of computer systems 
and the data processed by them. 

b. Cybercrime in a broader sense (computer-related crime): 
Any illegal behavior committed by means of, or in 
relation to, a computer system or network, including such 
crimes as illegal possession [and] offering or distributing 
information by means of a computer system or network. 

The OECD Recommendations of 1986 included a working 
definition as a basis for the study: Computer-related crime is 
considered as any illegal, unethical or unauthorized behavior 
relating to the automatic processing and the transmission of 
data. 
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Cyber-crime may be said to be those crimes, of which, 
genus is the conventional crime, where either the computer a 
tool or medium of conducting or committing crime [1].  

In General we can define cyber crime as Intentional use of 
information technology by an individual for producing 
destructive and harmful effects to tangible and intangible 
property of others is called cyber crime 

II.   CYBER CRIME 
 

A.  Nature And Scope Of Cyber Crime 
Cybercrime is easy to commit (if one has the know how to 

do it), hard to detect (if one knows how to erase one's tracks) 
and often hard to locate in jurisdictional terms, given the 
geographical indeterminacy of the net.  But are hard to 
understand, they are really very complex crimes. The hackers 
are always in search of any lacuna or loopholes of this 
programming system. And if they find it, they can break open 
the security of the programs and enter into the security zone 
where they can do any havoc. Ignorance of cyber crime may 
prove fatal. Cyber criminals exploit the country as well as 
victimize the fellow citizens.[2] A Cyber criminal can destroy 
web sites and portals by hacking and planting viruses, play 
online frauds by transfer of funds from one corner of the globe 
to another and gain access to highly confidential and sensitive 
information. Moreover he can cause harassment by e-mail 
threats or obscene material, play tax frauds, indulge in Cyber 
pornography involving children, and commit innumerable 
other crimes on the Internet. With the growing use of the 
Internet, Cyber crime would affect us all, either directly or 
indirectly.[3] Cyber crime such as hacking, planting computer 
viruses and online financial frauds, have the potential of 
shaking economies. Thus, cyber crime is the new emerging 
trend of crime which has the potentiality to destroy each and 
every aspect of life.  

B.  Who commit Cyber Crime? 
• Insiders - Disgruntled employees and ex-employees, 

spouses, lovers 
• Hackers - Crack into networks with malicious intent 
• Virus Writers - Pose serious threats to networks and 

systems worldwide 
• Foreign Intelligence - Use cyber tools as part of their 

Services for 
• espionage activities and can pose the biggest threat to the 

security of another country 

I 
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• Terrorists - Use to formulate plans, to raise funds, 
propaganda[4] 
 

C. Classifications of Cyber Crimes 
Cyber Crimes which are growing day by day, it is very 

difficult to find out what is actually a cyber crime and what is 
the conventional crime so to come out of this confusion, some 
of the cyber crimes can be classified as[5]: 

There are certain offences which affect the personality of 
individuals can be defined as: 
• Harassment via E-Mails: It is very common type of 

harassment through sending letters, attachments of files & 
folders i.e. via e-mails. At present harassment is common 
as usage of social sites i.e. Facebook, Twitter etc. 
increasing day by day. 

• Cyber-Stalking: It means expressed or implied a physical 
threat that creates fear through the use to computer 
technology such as internet, e-mail, phones, text messages, 
webcam, websites or videos. 

• Dissemination of Obscene Material: It includes Indecent 
exposure/ Pornography (basically child pornography), 
hosting of web site containing these prohibited materials. 
These obscene matters may cause harm to the mind of the 
adolescent and tend to deprave or corrupt their mind. 

• Hacking: It means unauthorized control/access over 
computer system and act of hacking completely destroys 
the whole data as well as computer programmes. Hackers 
usually hacks telecommunication and mobile network. 

• E-Mail Spoofing: A spoofed e-mail may be said to be one, 
which misrepresents its origin. It shows it’s origin to be 
different from which actually it originates. 

• Child Pornography: It involves the use of computer 
networks to create, distribute, or access materials that 
sexually exploit underage children. 

• Internet Phishing: Phishing is the act of attempting to 
acquire information such as usernames, passwords, and 
credit card details (and sometimes, indirectly, money) by 
masquerading as a trustworthy entity in an electronic 
communication. 

• Cyber Squatting: It means where two persons claim for the 
same Domain Name either by claiming that they had 
registered the name first on by right of using it before the 
other or using something similar to that previously. For 
example two similar names i.e. www.google.com and 
www.gogle.com. 

• Cyber Vandalism: Vandalism means deliberately 
destroying or damaging property of another. Thus cyber 
vandalism means destroying or damaging the data when a 
network service is stopped or disrupted. It may include 
within its purview any kind of physical harm done to the 
computer of any person. These acts may take the form of 
the theft of a computer, some part of a computer or a 
peripheral attached to the computer. 

• Virus: Viruses are programs that attach themselves to a 
computer or a file and then circulate themselves to other 
files and to other computers on a network. They usually 

affect the data on a computer, either by altering or deleting 
it. Worm attacks plays major role in affecting the 
computerize system of the individuals. 

• Cyber Terrorism: Cyber terrorism is a major burning issue 
in the domestic as well as global concern. The common 
form of these terrorist attacks on the Internet is by 
distributed denial of service attacks, hate websites and hate 
e-mails, attacks on sensitive computer networks etc. Cyber 
terrorism activities endanger the sovereignty and integrity 
of the nation. 

• Distribution of pirated software: It means distributing 
pirated software from one computer to another intending to 
destroy the data and official records of the government. 

• Possession of Unauthorized Information: It is very easy to 
access any information by the terrorists with the aid of 
internet and to possess that information for political, 
religious, social, ideological objectives. 
 
D.  Reason for Emergence of Cyber Crime 

There are various reasons why cyber crime nowadays has 
become so much prevalent. Some of these reasons are 
mentioned below [6]:  

1. Computer and internet nowadays has become very 
common, most of the households have internet access. 

2. Children have become more modern. They like 
experiencing and innovating new things. Computer has 
now become a compulsory subject in every school. 
Parents too want their children to have knowledge about 
computer and internet. However, they are unaware of the 
fact that most of the students misuse the net and become 
victim of illegal cyber crimes rather than gaining any 
benefit out of it. 

3. Computer and internet though is very easy to access but 
is quite complex which leaves the user in unimaginable 
and unavoidable danger. 

4. Information in computers is stored in very small space 
which results in deriving information easily. 

5. People often are negligent in protecting their computers. 
This negligence results in making them victims of crime. 
 

III. CYBER LAWS 
Cyber Law is the law governing cyber space. Cyber space is 

a very wide term and includes computers, networks, software, 
data storage devices (such as hard disks, USB disks etc), the 
Internet, websites, emails and even electronic devices such as 
cell phones, ATM machines etc. Cyber law can also be 
described as that branch of law that deals with legal issues 
related to use of inter-networked information technology 
which we have discussed above. In short, cyber law is the law 
governing computers and the internet crimes. [7] 

A. Cyber Legislation World Wide 
Different countries have had their own experiences while 

framing and implementing cyber laws. Some early adopters in 
the US and the West in general, had come up with their own 
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legislations in this regard by either adapting their existing laws 
in the context of cyberspace or creating new laws in respect 
thereof. Following their footsteps, the developing countries 
such as India, Pakistan, Indonesia, Malaysia, and Philippines 
have also enacted cyber law legislations. By and large, there 
are many complex legal issues that the law enforcement 
agencies of different countries have witnessed from time to 
time and still remain unresolved. The legislators of cyberspace 
law have faced peculiar obstacles in adapting the legal 
principles of the traditional legal systems in context of 
cyberspace.[8] 

B.   Cyber Legislation in India 
In India, cyber laws are contained in the Information 

Technology Act, 2000 ("IT Act") enacted after the United 
Nation General Assembly Resolution A/RES/51/162, dated 
the 30th January, 1997 by adopting the Model Law on 
Electronic Commerce adopted by the United Nations 
Commission on International Trade Law and which came into 
force on October 17, 2000. The main purpose of the Act is to 
provide legal recognition to electronic commerce and to 
facilitate filing of electronic records with the Government. 

The following Act, Rules and Regulations are covered under 
cyber laws: 

1. Information Technology Act, 2000 
2. Information Technology (Certifying Authorities) Rules, 

2000 
3. Information Technology (Security Procedure) Rules, 

2004 
4. Information Technology (Certifying Authority) 

Regulations, 2001 

The Act essentially deals with the following issues: 

• Legal Recognition of Electronic Documents 
• Legal Recognition of Digital Signatures 
• Offenses and Contraventions 
• Justice Dispensation Systems for cyber-crimes. 

National Policy on Information Technology 2012 
 

The Union Cabinet has recently in September 2012, 
approved the National Policy on Information Technology 
2012. The Policy aims to leverage Information & 
Communication Technology (ICT) to address the country’s 
economic and developmental challenges. 

The vision of the Policy is “To strengthen and enhance 
India’s position as the Global IT hub and to use IT and cyber 
space as an engine for rapid, inclusive and substantial growth 
in the national economy”. 

Some of the important Penalties and offences given in IT 
Act 2000 

 

 

Section Offences Penalties 

43 Damage to computer, 
computer system, etc. 

Compensation not exceeding one 
crore rupees to the person so 

affected 

65 Tampering with Computer 
source documents 

Imprisonment up to three years, or 
with fine which may extend up to 

two lakh rupees, or with both 

66 
Hacking with Computer 

systems, 
Data alteration etc. 

Imprisonment for a term which 
may extend to three years or with 

fine which may extend to five 
lakh rupees or with both 

66A 

Sending offensive 
messages through 
communication 

service etc. 

Imprisonment for a term which 
may extend to three years and 

with fine 

66B 
Retains any stolen 

computer resource or 
communication device 

Imprisonment for a term which 
may extend to three years or with 
fine which may extend to rupees 

one lakh or with both 

66C Fraudulent use of electronic 
signature 

Imprisonment for a term which 
may extend to three years and 

shall also be liable to fine which 
may extend to rupees one lakh 

66D Cheats by personating by 
using computer resource 

Imprisonment for a term which 
may extend to three years and 

shall also be liable to fine which 
may extend to one lakh rupees 

66E Publishing obscene images 

Imprisonment which may extend 
to three years or with fine not 
exceeding two lakh rupees, or 

with both 

66F Cyber terrorism Imprisonment which may extend 
to imprisonment for life 

67 Publishes or transmits 
unwanted material 

Imprisonment for a term which 
may extend to three years and 
with fine which may extend to 

five lakh rupees & in the event of 
a second or subsequent conviction 

with imprisonment of either 
description for a term which may 
extend to five years and also with 
fine which may extend to ten lakh 

rupees 

67A Publishes or transmits 
sexually explicit Material 

Imprisonment for a term which 
may extend to five years and with 
fine which may extend to ten lakh 
rupees and in the event of second 

or subsequent conviction with 
imprisonment of either description 

for a term which may extend to 
seven years and also with fine 
which may extend to ten lakh 

rupees 

67B Abusing children online 

Imprisonment for a term which 
may extend to five years and with 

a fine which may extend to ten 
lakh rupees and in the event of 

second or subsequent conviction 
with imprisonment of either 

description for a term which may 
extend to seven years and also 

with fine which may extend to ten 
lakh rupees 

70 Un-authorised access to 
protected system 

Imprisonment for a term which 
may extend to ten years and shall 

also be liable to fine 
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IV. CONCLUSION 
Cybercrime is one of the most deadliest and dangerous 

crimes of the world. Cyber crime more difficult to define and 
deal. It’s easy to commit but very difficult to mend. It’s a 
crime of one of the most complex nature. Some of the 
categories of Cyber crimes are definitely resemble with 
traditional crimes, but some are entirely new like cyber 
stalking, Internet Phishing. Cyber law is constantly being 
evolved. As new and new opportunities and challenges are 
surfacing, Cyber law, being a constantly evolving process, is 
suitably modifying itself to fit the call of the time. Though, 
Information Technology Act, 2000, itself is a comprehensive 
legislation but it has had some inherent shortcomings. Cyber 
law is likely to see various emerging trends that will have to 
be appropriately addressed by law makers. 
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